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ACKNOWLEDGMENT OF RECEIPT
M A R I Co PA RFP # 3490-10

COMMUNITY COLLEGES DISTRICT-WIDE STUDENT SUCCESS SUPPORT TOOLS

Please provide the requested information below as acknowledgment that you have received
our Request for Proposal noted above. To ensure receipt of any future addenda and to remain
in our vendor database it is strongly recommended that interested Bidders complete this
acknowledgment and return via Fax to MCCCD Purchasing at (480) 731-8190 or email to
keith.killourie@domail.maricopa.edu even if you do not intend to submit a proposal.

All addenda/amendments will continue to be posted on our website at
https://procurement.maricopa.edu/

Failure to sign and return the "Acknowledge of Receipt" will result in your company not being
sent any addenda to this RFP. Addenda may significantly alter the specifications of this RFP
which could result in your proposal being deemed unresponsive if this form is not returned.

Name of Firm:

Address:

Tel #: Fax #:
E-Mail:

Name: (Print) Title:
Signature: Date:

PLEASE NOTE: Failure to respond to this acknowledgement may result in your companies
removal from our vendor database for this commodity.

() We will not be responding to this solicitation please retain us on the Proposing Firm’s mailing list.


mailto:keith.killourie@domail.maricopa.edu
https://procurement.maricopa.edu/
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GENERAL

11 INTRODUCTION

The Maricopa County Community Colleges District, herein referred to as Maricopa, MCCCD or the
District, is interested in developing a partnership to identify a tool or set of tools that supports students
through academic case management.

MCCCD is one of the largest community college districts in the country, serving over 200,000 students
each year comprised of ten separately accredited colleges. The solution chosen will be designed with
holistic student success in mind, incorporating best practices including the ability to engage advisors,
faculty and students in a single platform. MCCCD currently does not have a single platform for academic
case management utilized by all ten community colleges; therefore each college will have unique needs
during the implementation process.

1.2 MCCCD DISTRICT MAKE-UP

MCCCD comprised of ten colleges, and numerous education centers dedicated to educational excellence
by meeting the needs of the businesses and the citizens of Maricopa County. Each college is individually
accredited, yet part of a larger system, the Maricopa County Community College District (MCCCD or
District). The MCCCD is one of the largest higher education systems in the nation. As the largest provider
of health care workers and job training in Arizona, it is a major resource for business and industry and
for individuals seeking education and job training. More than 200,000 students attend the Maricopa
Community Colleges each year taking credit and non-credit courses. MCCCD employs nearly 4,500 full-
time faculty and staff and more than 9,000 part-time faculty and staff.

1.3 HISTORY

MCCCD ranks as one of the nation’s largest systems of its kind and is the largest single provider of higher
education in Arizona. MCCCD educates and trains thousands of students year-round. What's more,
thousands of employees from both local and relocating businesses and industries are enrolled in
customized workforce training programs with the MCCCD system. MCCCD’s administration, faculty and
staff are committed to working collectively and responsibly to meet the life-long learning needs of our
diverse students and communities.

A seven member governing board governs MCCCD. Five members are elected from geographical
districts within Maricopa County, while two are elected on a countywide basis. The chief executive
officer of MCCCD is the Chancellor; and a president heads each of the colleges. MCCCD is a political
subdivision of the State, and the elected governing board has the power to levy taxes. Funding comes
from property taxes, student tuition, and federal, state and private grants.
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14 CURRENT ENVIRONMENT

The Maricopa County Community College District, along with most educational entities in the State of
Arizona, has been dealing with decreased funding support from the State for many years. In 2015, the
State of Arizona eliminated all of the funding it was providing to help support MCCCD’s operations. In
addition to the loss of all funding from the State, MCCCD has experienced a decrease in student
enrollment, which is a typical trend for all community colleges during strong economic times.

It is the philosophy of MCCCD that this loss of funding and decreased enrollment should not be bridged
by raising student tuitions or by burdening the public with increases in their taxes. The result of these
funding reductions has created a need to rethink the traditional model of customer and vendor so that
MCCCD can continue to provide the best learning environment for our student population as well as
practice good stewardship of the public support we receive.

It is the District’s desire to move towards a model that is being utilized by many other higher learning
institutions throughout the country which is to evolve the previous customer/supplier relationships
associated with our contractors to that of becoming our Strategic Partners. By cultivating strategic
partnerships it will enable MCCCD and the awarded contractor to help identify potential cost reductions,
maximize efficiencies, and tap unexplored value-added opportunities to maximize resources and
support to the benefit of both parties. Any potential strategic initiatives can be established during
negotiations.

1.5 STRATEGIC PARTNERSHIPS

In addition to providing the services listed in this Request for Proposal, MCCCD is continually seeking to
expand its relationships with contractors who can evolve into a strategic partner. We are seeking
companies that can help expand the boundaries of what has been thought of as traditional staffing
contracts by infusing the program with new concepts, out-of-the box thinking, and value-added
offerings that may not have existed before.

1.6 VALUE ADDED OFFERINGS:

MCCCD would be interested in receiving any suggestions that would bring added value to this contract.
As stated in section 1.4, the previous sources of State revenue support have been cut and in order to
continue to provide the quality of education our students deserve MCCCD is open to considering new
resources and ideas to help alleviate these short-falls. These proposals may be a one-time occurrence
or recurring in nature, revenue producing (such as incentives or rebates) or other offerings that would
bring added value to our organization. Provide details how leveraging a strategic partnership with your
company can assist MCCCD in achieving our goals. Creative solutions are encouraged and should be
clearly labeled in the proposal as an attachment.
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Potential value added offerings may be proposed in general in the attachment but will not be reviewed
and considered until after the competitive evaluation process has been completed. Once a
susceptibility of award is determined by the evaluation team further negotiations regarding these added
value offerings may occur and must be completed prior to a final contract award.

The negotiation of any of these offerings is separate from the evaluation process. Changes / additions
to these offerings may be made if agreed upon in writing by both parties and included as a signed
contract amendment.

MCCCD reserves the right to exclude items offered under this section from co-operative use unless also
agreed upon by the awardee.
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PROPOSAL INSTRUCTIONS

2.1 PURPOSE OF RFP

The purpose of this solicitation is to obtain proposals from qualified companies to provide District-wide
Student Success Support Tools available in the marketplace and evaluate solutions based on features,
innovation, user-friendliness, and cost effectiveness. It is anticipated that training will be necessary as
well as professional services required to implement case management tools.

2.2 PROPOSAL QUESTIONS
All questions regarding this Request for Proposal should be directed to:

Keith Killourie, Senior Procurement Analyst
(480) 731-8518 FAX (480) 731-8190
E-Mail: keith.killourie@domail.maricopa.edu

Questions must be sent by mail or e-mail. Questions will only be accepted until June 7, 2021. We will
not respond directly to the company asking the question. All questions received within the question
period will be acknowledged even if an answer cannot be provided. Responses to the questions
received by the deadline will be answered in the form of an addendum and sent to all known potential
respondents, based on returned Acknowledgement of Receipt forms, on/about June 10, 2021.

2.3 PROPOSAL SUBMISSION
It shall be the responsibility of the Proposer to assure that Proposals are received as follows:

For the submission of RFP 3490-10 proposers will be required to submit their proposals electronically
via a PDF file.

The proposals must be sent via email to: Keith.killourie@domail.maricopa.edu.

Be aware that MCCCD email accounts limit file attachment size to 25MB. Your file must be
compressed to that size, placed into a zip folder, or divided into multiple emails to meet that file
size limit.

The Proposals must be received no later than 3:00 P.M. (local time), June 22, 2021. Proposals received
after this time and date shall not be considered and will be returned unopened

In submitting your proposal, make sure that it complies with Part IV — Proposal Requirements, Paragraph
4.3 — Deviations from RFP — to the extent that that paragraph is applicable to the terms of your
submission.
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2.4 AWARD DETERMINATION

This Request for Proposal does not constitute a commitment by the District to award a contract. The
District reserves the right to waive any informalities and to reject any or all proposals and/or to cancel
the Request For Proposal. The award shall be made on the proposal(s) that serves the best interest of
the District and will not be evaluated solely on a monetary basis. The District reserves the right to
negotiate a contract with the selected awardee. Even after the execution of a contract document or
Notice of Award, the selected vendor may not initiate contract performance or incur any contract costs
until it receives a District-issued purchase order or Procurement card.

2.5 PROPRIETARY INFORMATION

In the event any Proposer shall include in the Proposal any information deemed "proprietary" or
"protected", such information shall be separately packaged from the balance of the proposal and clearly
marked as to any proprietary claim. Unless it is critical for the evaluation of a proposal, the District
discourages the submission of proprietary information and undertakes to provide no more than
reasonable efforts to protect the proprietary nature of such information. The District’s Purchasing
Manager will review all proprietary information after the proposals are opened and, in conjunction with
District General Counsel, make a determination if the information provided meets the classification as
proprietary. If the information cannot be classified as proprietary by the District, the Proposer shall be
notified and provided to the opportunity to redact that information from their proposal. Any redacted
information will not be considered when evaluating the proposal. The District shall have the right to use
any or all information included in the proposals submitted unless the information is expressly restricted
by the Proposer.

2.6 PROPOSAL FORM

All proposals must be submitted in writing. Oral, telephone, facsimile (fax machine) or computer data
transfer proposals will not be accepted. Each proposal shall be prepared simply, providing the
straightforward, concise description of the proposer's ability to meet the requirements of the RFP.
Emphasis should be on completeness and clarity of contents. No proposal shall exceed fifty (50)
typewritten pages in length plus any pricing schedule(s), exhibits, resumes, proposed draft revenue
sharing agreement, or attachments.

2.7 PROPOSER MODIFICATIONS TO PROPOSALS

No modifications to proposals are permitted by the proposer after the published RFP opening date and
time. Proposals may be modified after delivery, but before opening, by requesting that they be
returned. Modifications must be made and the response returned by the published date and time.
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2.8 WITHDRAWAL OF PROPOSAL

Any Proposer may withdraw their proposal by written request at any time prior to the deadline set for
receipt of proposals. No proposal may be withdrawn or modified after that deadline and shall be
binding upon Proposer for a period of ninety (90) days after due date. Withdrawn Proposals may be
resubmitted up to the time designated for the receipt of Proposals provided that they are then fully in
conformance with the general terms and conditions of the RFP.

2.9 PROPOSAL COSTS

Any and all costs associated with the preparation of responses to this Request for Proposal, including
site visits, oral presentations and any other costs shall be entirely the responsibility of the Proposer and
shall not be reimbursable in any manner.

2.10  ORAL PRESENTATIONS

Proposers may, after opening and prior to award, be required to make oral and visual presentations at
the request of the MCCCD. The MCCCD will schedule the time and location for any presentations as
requested. Oral presentations will be evaluated.

2.11  AWARD WITHOUT DISCUSSION

The MCCCD reserves the right to make an award(s) without further discussion of the proposals received.
It is therefore critical that all proposals be submitted initially in the most favorable terms possible, both
economically and technically.

2.12 CONTRACT COMMENCEMENT/TERM

It is the intent of the District to commence the resulting contract as soon as possible after evaluation of
the proposals. A written Notice of Award with a specific contract start date will be made prior to
commencement of performance. The services outlined in the RFP are estimated to start July 1, 2021.
MCCCD may at its discretion and with the concurrence of the successful proposer, exercise up to 4 one-
year option periods for a total contract period not to exceed five years. However, if a mutually beneficial
strategic agreement can be reached that would benefit from a longer term, those terms will also be
considered.

2.13  MCCCD MODIFICATIONS TO PROPOSALS

Any interpretation, correction, or change of this RFP will be made by written Addendum.
Interpretations, corrections, or changes of this RFP made in any other manner will not be binding, and
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Proposers shall not rely upon such interpretations, corrections, and changes. Any changes or
corrections will be issued by MCCCD Purchasing. Addenda will be mailed or faxed to all that are known
to have received a copy of the RFP. Addenda will also be posted to the proposal documents on the
Purchasing website located at www.maricopa.edu/purchasing.

2.14  NON-COLLUSION

The MCCCD encourages free and open competition. Whenever possible, specifications, proposal
invitations and conditions are designed to accomplish this objective, consistent with the necessity to
satisfy the MCCCD’s needs and the accomplishment of a sound economical operation. The Proposer's
signature on its proposal guarantees that any prices offered have been established without collusion
with other eligible Proposers and without effort to preclude the MCCCD from obtaining the most
advantageous proposal.
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SCOPE OF WORK

3.0 REQUIREMENTS AND NEEDS

This section describes some of the features and functionality users would like to avail themselves of in a
suite of academic case management tools. Please describe if and how your system meets these needs.

3.1 PRODUCT REQUIREMENTS

3.11

3.1.2

3.1.3

3.14
3.1.5
3.1.6

The proposed solution will be able to integrate and work in harmony

with existing MCCCD infrastructure, e.g., integration with PeopleSoft Campus
Solutions, system, etc.

The proposed solution will allow for future upgrades to adapt to service needs
of the future.

The solution will support Maricopa’s existing data model, which is highly
federated among 10 separately accredited Colleges, and will include any
necessary data standardization and/or normalization efforts required to realize
the benefits of the proposed solution

The product will include extensive documentation

Product training, preferably in multiple formats (in-person, online videos, etc.)
Web and accessibility compliant (incorporate best web design practices, WCAG,
ADA 508 compliant)

3.2 FEATURES AND FUNCTIONALITY

3.2.1
3.2.2

3.2.3

3.2.4

3.2.5

3.2.6

3.2.7

This technology product/platform/solutions should include:

Responsive design to support mobile and tablet experiences, in addition to
traditional desktop and laptop experiences.

Progressive and custom workflow capabilities allowing the referral and/or
transition of a detected student issue to multiple staff members and service
areas along the way to support an intervention strategy.

Support for an OAUTH or SAML2 based single sign on approach.

Sophisticated controls over student data to protect HIPAA, FERPA, and other
data classification, by role/user group.

Integration with MCCCD’s Student Information System (SIS), and planning tools.
This information should present within the advising/case management student
and staff portals, indicating degree planning and progress and providing
recommendations.

Ability to maintaining a single student record across multiple colleges and/or
campuses
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3.2.8

3.2.9

3.2.10

3.2.11
3.2.12

3.2.13

3.2.14

3.2.15

3.2.16

3.2.17

3.2.18

3.2.19

3.2.20

3.2.21

3.2.22

3.2.23

Section Three: SCOPE OF WORK/SPECIFICATIONS
Highly intuitive with integrated training and contextual information making it
effortless for students and faculty.
Multiple communication modalities to engage students, faculty and staff around
respective roles within the student degree journey.
Sophisticated and intuitive dashboarding to provide a complete picture of
engagement.
Reporting capabilities that allow historical analysis of data and performance.
Collaboration ability for advisors and students to collaborate on the creation of
an academic plan and success strategy.
Data sharing ability to support academic planning and the availability to other
tools used in scheduling to anticipate needed course sections.
Support for a seamless registration and scheduling building process following
course planning. Ideally the schedule builder will allow for multiple options for
students to determine the best fit for their preferences.
Robust notification capabilities, especially with the ability to customize the
workflow/process by college and by academic plan.
The ability to support academic plan building for both full and part-time
students including those in career and technical programs and the ability to be
aligned with Maricopa’s broader configuration in the student information
system.
The ability to attach metadata characteristics (flags) that would allow
sequencing, pre-requisites, and special enrollment restrictions and to then be
able to customize the planning and registration processes that respects these
business rules in an intuitive way for the end user.
The ability to attach all engagements, including meetings and appointments.
The platform should also support integration with G-Suite for availability and
appointment scheduling. Students should be able to make appointments and
receive appointment reminders from inside the platform.
Kiosk capabilities available to support case management, academic planning,
and seamless registration.
Respect/support for the advisor assighment process through Maricopa’s student
information system (SIS), displaying assigned advisor and advisor contact
information for the student using existing advisor assignments identified in
SIS.
Platform allows the advisor flexibility to modify and control the construction of
the plan, for example, identifying and scheduling courses in sequence and in
accordance with a curriculum track (block scheduling).
Predictive modeling, including direct integration with Canvas LMS, and RioLearn.
Predictive analytics, should inform the overall goal to support student
completion and student success.
Intuitive signals to support early alerts presented in a dashboard layer including
the ability to customize intervention notifications for various staff and faculty.
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The signal or notification should be able to be marked as resolved by the
intervening agent.

3.2.24 Positive reinforcement strategies integrated into case management dashboards,
LMS dashboards, and the ability to connect into workflow processes for custom
notifications via email and SMS messaging.

3.2.25 The ability for students to raise flags on themselves to ask for help. Flags get
automatically routed to the appropriate department for assistance.

3.2.26 An academic progress tool that clearly informs students of
degree/certificate progress.

3.2.27 The ability to clearly document notes regarding students within the
platform/system.

3.3 OUTCOMES/OBJECTIVES

MCCCD is committed to ensuring student success. MCCCD seeks to accelerate our ability to
positively impact student outcomes and strengthen the student experience through tooling and

technology. We are tracking a certain set of metrics to be able to effectively evaluate our
success in this endeavor:

Number of college credits earned in first term

Number of college credits earned in first year

Completion of gateway math and English courses in the student’s first year
Number of college credits earned in the program of studying first year
Persistence from term 1 to term 2

Rates of college-level course completion in students’ first academic year

Number of Clock/Trades Program hours earned in first term

Number of Clock/Trades Program hours earned in first year

Completion of program of study within 100% of program’s completion timeframe
Completion of program of study within 150% of program’s completion timeframe
Completion of program of study within 200% of program’s completion timeframe
Equity in outcomes

10
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PROPOSAL REQUIREMENTS

Paragraphs 4.1 & 4.2 below require specific, written responses or confirmations. To be considered for
selection, respondents shall meet/provide the following requirements:

4.1 MINIMUM REQUIREMENTS

4.1.1

4.1.2

4.1.3

4.1.4

4.1.5

4.1.6

4.1.7

4.1.8

Must be licensed by the State the business is in, if services requested require such
licensure.

Must provide a completed Pricing Sheet signed by an authorized company signatory.

Must have carefully read and understand all parts of the RFP and certified that the
Proposal is made in accordance therewith.

A completed Signature Page
A completed Proposers Statement (Attachment A).
A completed List of References. (Attachment B)

An exceptions/comments sheet (if any exception is taken with the RFP, or additional
comments are necessary).

Materials to satisfy the requirements of Section 4.2 EVALUATION CRITERIA AND
SUBMITTALS.

4.1.9 Signed amendments, if any. Amendments submitted after the original Proposal is

submitted must also be sealed.

4.2 SPECIFIC REQUIREMENTS

4.2 MCCCD requires vendors to include (but vendors are not limited to) the following in their
responses:

a)

Executive summary of proposal

b) Summary of proposed equipment and systems required to support implementation

c)

Summary of proposed system functionality

d) Summary of implementation project plan

e)

Description of services for ongoing updates, support and training

11
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f) Scope of recommended services required, as well as those to be provided by the
company to facilitate interoperability of existing systems and services

4.3 DEVIATIONS FROM RFP

Proposers must specifically provide a separate listing of each circumstance in which their proposal
differs from any terms or conditions of this Request for Proposal. Failure to list such a deviation will
result in the terms of the proposal being disregarded in favor of the corresponding term(s) of the RFP.
Material deviations from the requirements of this RFP shall result in rejection of the proposal.

The term “material deviations” includes both deviations from the MCCCD contract terms set forth in this
RFP and additional contract terms that the Proposer requests the MCCCD to consider. Be aware that
the absence of a term on a subject in the RFP, particularly a general contract term and condition, does
not mean that the Proposer should feel free to offer one. The MCCCD considers the General Terms and
Conditions of this RFP to be a fair allocation of risk between a contractor and the MCCCD. It will not
accept terms —revised or additional ones - that shift those risks or provide the Proposer with additional
discretion. The Proposer in choosing the respond to this RFP, must demonstrate in its Proposal that it
accepts the terms upon which the MCCCD is conducting the competition.

The Proposer must list in the separate listing specified above all deviations, including any additional
terms, in its Proposal so that MCCCD may consider them in determining the most advantageous offer.
Deviations that a winning Proposer submits after it has been selected for award, such as through a
vendor standard template contract, will not be considered.

4.4 SIGNATURE

The Contractor shall furnish and include all requested information with their proposal. Statements are
required to be complete and accurate, and the proposal shall be signed by an authorized signatory of
the company (sworn to and notarized, if requested). A proposal submitted by an agent will have a
current Power of Attorney attached certifying the agent’s authority to bind the Proposer. Omission,
inaccuracy, or misstatement may be sufficient cause for rejection of the proposal.

4.5 AWARD CONSIDERATION

From the total information requested, determination shall be made of the Proposer's ability to serve the
MCCCD. Only proposals from responsible organizations or individuals, as determined by the MCCCD,
which have the capability of providing the required services under this RFP, shall be considered.
Representatives from the MCCCD reserve the right to conduct interviews with the individual proposers
for clarification of the proposals presented. The MCCCD reserves the right to negotiate any and all
provisions presented in the proposals.

12
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FORMAT & SUBMITTAL REQUIREMENTS BOUND AND TABBED AS FOLLOWS

Tab 1:
Tab 2:
Tab 3:
Tab 4:
Tab 5:
Tab 6:
Tab 7:
Tab 8:

Price Totals Sheet / Itemized Price List

Signature Page

Scope of Work

Respondent Questionnaire

Attachment A

Signed Addenda (if any)

Deviation to Terms and Conditions (if any)

External Entity Due Diligence Question (if required)

13
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Provide information to all sections below. Failure to provide required information may cause the
proposal to be deemed non-responsive.

5.1

5.2

53

5.4

5.5

5.6

Company Overview

Corporate Structure

5.2.1 Legal entity

5.2.2  State of registration or incorporation
5.2.3  Public company — listing symbol
5.2.4  Majority ownership

Operating history

5.3.1 Yearsin business

5.3.2 Growth rate

5.3.3 Services

5.3.4 Hours of operation

5.3.5 Financial condition

Core Business Strategy

Technology roadmap

Organization structure

NOTE: When responding to this section, clearly identify in your proposal response each paragraph

number shown above and your response to that paragraph.

14
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EVALUATION CRITERIA

The following is a listing of general and specific criteria used for the evaluation of this RFP. The areas
include, but are not limited to:

6.1 General quality of responsiveness of proposer:

Ability to meet all terms and conditions

Completeness and thoroughness of proposal

Grasp of scope of work to be performed

Description of approach to be taken

Evidence of effective organizational and management practices
Qualifications of personnel

Experience and past performance

6O mMmoO0O >

6.2 Specific areas that will be evaluated and scored except as described in STEP THREE below:
Past experience in providing comparable services to other clients.

Responses to Minimum and Specific Requirements.

Respondent Questionnaire responses.

Pricing.

Sustainability

mo o>

Proposals will be evaluated in accordance with the following three-step process:

STEP ONE - Verification of each proposer's compliance with the RFP general terms and conditions as
listed in Section 1, 8 and 9 of this RFP.

STEP TWO - Verification of each proposer's compliance that all required written
responses/confirmations are thoroughly submitted.

STEP THREE - All proposals meeting the criteria as presented in Steps One and Two will be evaluated
with a "points-earned compliance matrix". An evaluation committee will evaluate and score the
proposals. The proposals will be ranked on a "points-earned" technical, service and financial compliance
matrix. The evaluation committee may continue to evaluate proposals after the initial scoring of them
by any means that it deems reasonable. If the evaluation committee schedules oral presentations, the
presentations may or may not be scored and that scoring may, but is not required to be added to the
previous scoring of the proposals. The evaluation committee reserves the right to use additional
advisory committees or subject matter experts at any time during this RFP to assist with the evaluation.

15
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PRICING SCHEDULE

The undersigned has read and understands all conditions and terms of RFP 3490-10 is authorized to
submit this proposal on behalf of the company. Please describe in detail your company’s proposed
pricing and all options associated with it. Please include all of the requirements to support an enterprise
level implementation of your product. Include initial costs and ongoing pricing for a 5-year period.

7.2 Prompt Payment Discount:

Other required services/fees, if any, not specifically requested in the RFP (list below)

S

S
S
S

Costs/Fees listed above shall include all overhead and profit. No billing will be accepted that
shows any other costs than those listed above. This includes, but is not limited to, travel, any
out-of-pocket costs, meetings, secretarial, printing, delivery, rent, phone calls, postage,
overnight mail service, accounting, fuel charges, office supplies, etc.

You may submit a more detailed pricing schedule in lieu of the above as an attachment to this
page, but the signature page must be completed, sighed and included with your proposal.

16
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SPECIAL TERMS AND CONDITIONS

Any deviations to the Special Terms and Conditions MAY be considered but may not necessarily be
accepted by MCCCD. Any proposed deviations should be presented in accordance to Section 4.3.
Requests for deviations presented or requested after the RFP due date will not be entertained by
MCCCD.

These Special Terms and Conditions, General Terms and Conditions, the other provisions of the RFP and
amendments to it, the Proposer proposal, and MCCCD’s purchase order terms (“Contract Documents”)
along with any engagement letter will constitute the provisions of the contract between MCCCD and
successful Proposer (“Contract”). MCCCD reserves the right to negotiate with the successful Proposer
and modify any of the provisions of the Contract upon mutual written agreement of the parties. The
RFP, amendments to it, and MCCCD’s purchase order terms will take precedence over any inconsistent
terms in a proposal or other documents. The term “days” as used in this Contract means business days,
unless otherwise specified.

8.1 INSURANCE REQUIREMENTS

The Contractor shall maintain during the term of the Contract (including any renewals of the initial term)
the insurance policies specified in this Paragraph issued by companies licensed in Arizona with a current
A.M. Best rating of A:VIIl or better. Before the start of Contract performance, MCCCD may direct the
Contractor to furnish the MCCCD Risk Manager with certificates of insurance evidencing the required
coverage, conditions, and limits required by the Contract at the following address:

MCCCD Risk Manager

2411 West 14th Street

Tempe, AZ 85281-6942

Tel: 480-731-8879 / Fax: 480-731-8890
The insurance policies, except Workers’ Compensation and Professional Liability, must be endorsed to
name MCCCD, its agents, officers, officials, employees, and volunteers as additional insured with this
language or its equivalent:

Maricopa County Community College District, its agents, officers, officials, employees, and
volunteers are hereby named as additional insureds as their interest may appear.

In the event any professional liability insurance required by this Contract is written on a “claims made”
basis, Contractor warrants that any retroactive date under the policy shall precede the effective date of
this Contract; and that either continuous coverage will be maintained or an extended discovery period
will be exercised for a period of three (3) years beginning at the time work under this Contract is
completed. Contractor’s work or services and must be evidenced by annual certificates of insurance.
Contractor shall notify the MCCCD Risk Manager by certified mail promptly if it receives notice or the
expiration, cancellation, suspension, or material change in its insurance coverage, but in no case fewer
than 30 days before the action specified in the notice. The Contractor’s insurance must be primary, and
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any insurance or self-insurance maintained by MCCCD shall not contribute to it. If any part of the
Contract is subcontracted, these insurance requirements also apply to all subcontractors.

8.1.1 Commercial General Liability insurance with a limit of not less than $1,000,000 per
occurrence, $2,000,000 in the aggregate, for bodily injury, property damage, personal injury,
and products and completed operations, including but not limited to, the liability assumed
under the indemnification provisions of this Contract.

8.1.2 Commercial Automobile Liability insurance with a combined single limit for bodily injury and
property damage of not less than $1,000,000.00 each occurrence with respect to the
Contractor’s owned, hired, and non-owned vehicles.

8.1.3 Worker’s Compensation insurance with limits statutorily required by any Federal or State
law and Employer’s Liability insurance of not less than $1,000,000 for each accident,
$1,000,000 disease for each employee, and $1,000,000 disease policy limit.

8.1.4 If applicable, Professional Liability insurance covering acts, errors, mistakes, and omissions
arising out of the work or services performed by the Contractor, or any person employed by
the Contractor, with a limit of not less than $1,000,000 each claim.

8.1.5 |If applicable, Network Security and Privacy Liability coverage including costs of investigating
and responding to a potential or actual breach of confidential information (e.g., computer
forensic investigation, public relations response, outside counsel, notification mailing, call
center, voluntary notification, credit monitoring and identity restoration costs, costs
incurred in connection with any regulatory investigation, fines (including PCl fines), penalties
assessed by regulator, and defense costs with limit of not less than $2 million per claim/$2
million aggregate.

8.2 OBLIGATIONS TO PROTECT CONFIDENTIAL INFORMATION
MCCCD information that is required to be kept confidential will be kept so in perpetuity.

For purposes of this Contract, Confidential Information is defined as any and all MCCCD information and
data whose collection, sharing, dissemination, use, preservation, disclosure, protection, storage,
destruction and/or disposition is governed by federal, state, local and/or international law or regulation.
Confidential Information includes, but is not limited to, Social Security Numbers, student records,
student financial records regarding students (or their parents or sponsors), financial and personal
information regarding MCCCD employees and students, personal health information (as defined by the
Health Insurance Portability and Accountability Act of 1996), and other personally identifiable
information identified by applicable law or regulation. In addition, Confidential Information includes
data and other information that is proprietary to or developed by MCCCD such as institutional financial
and performance records.

18



RFP# 3490-10

Section Eight: SPECIAL TERMS AND CONDITIONS

Rev 032218

8.2.1 Confidential Information does not include (i) information the receiving party already knows,
(ii) information that becomes generally available to the public except as a result of
disclosure by the receiving party in violation of this Contract, and (iii) information that
becomes known to the receiving party from a source other than the disclosing party on a
non-confidential basis.

8.2.2 If the Contractor potentially has access to MCCCD Confidential Information under this
Contract, Contractor agrees that Confidential Information provided to it, or to which it may
have access, during the provision of service, will be used only and exclusively to support the
service and service execution and not for any other purpose. Such use will not include
examining data for targeted marketing either within the confines of the service or external
to the service (e.g., keyword indexing). Contractor may use aggregate statistics on service
usage to enhance or optimize the functionality of the service provided under the contract.

8.2.3  Contractor will limit access to Confidential Information to its employees with a need to
know the Confidential Information to carry out the activities under this Contract and will
instruct those employees to keep the information confidential. It is understood, however,
that Contractor may disclose the MCCCD Confidential Information on a need-to-know basis
to its subcontractors who are performing services, provided those subcontractors have
executed confidentiality agreements and have agreed to materially the same or greater
security obligations as Contractor provides with respect to MCCCD Confidential Information
hereunder, and further provided that Contractor shall remain legally and financially liable
for any unauthorized disclosure of the MCCCD Confidential Information by those
subcontractors.

If a Contractor staff person or Contractor subcontractor potentially will have access to MCCCD’s
network, facilities, data, Confidential Information, and/or Sensitive Information,* they may not perform
any work involving such access until they have received MCCCD’s privacy and security training, and/or
accepted and agreed to adhere to MCCCD’s privacy and security policies and procedures. 2 If exigent
circumstances are presented, all or part of this requirement may be waived in writing by MCCCD’s Chief
Privacy Officer or General Counsel.

1 Sensitive Information is information that is so deemed under applicable law. Personally identifiable information, personally
identifiable education records, individually identifiable health information, personally identifiable financial information and
payment card information are examples of Sensitive Information covered under the Arizona Revised Statutes (ARS), Family
Educational Rights and Privacy Act (FERPA), Health Insurance Portability and Accountability Act of 1996 (HIPAA), Gramm-
Leach-Bliley Act (GLBA aka Financial Services Modernization Act of 1999) and Payment Card Industry Data Security Standard
(PCIDSS), respectively.

2 See, e.g., MCCCD Statement on Privacy at https://chancellor.maricopa.edu/public-stewardship/ governance/administrative-
regulations/4-auxiliary-services/4.22-statement-on-privacy; MCCCD Written Information Security Program at

https:/ /chancellor.maricopa.edu/ public-stewardship/governance/administrative-regulations/4-auxiliary-services /4.23-written-
information-security-program; and MCCCD Information Security Incident Response Plan at

https:/ /chancellor.maricopa.edu/ public-stewardship/governance/administrative-regulations/4-auxiliary-services /4.24-
information-security-incident-response-plan.
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As specified in Paragraph 3.8 addressing the Family Educational Rights and Privacy Act,
Contractor understands that it may have access to student educational records, under this
Contract. MCCCD designates Contractor and its employees and/or agents as an organization
conducting certain studies for or on behalf of MCCCD for purposes of the Family Educational
Rights and Privacy Act of 1974. Contractor shall safeguard those records and limit access to
those records to only its employees and/or agents whose access to them is essential to the
performance of this Contract. Contractor will not disclose those records without the prior
written authorization of the student and/or the parent of a student who is a minor
permitting MCCCD and Contractor to release the information according to the
authorization.

At all times during this Contract, Contractor will maintain appropriate administrative,
technical and physical safeguards to protect the security and privacy of the Confidential
Information in use, in motion and at rest.

8.2.5.1 These safeguards include, but are not limited to, implementation of adequate privacy

and security policies and data breach response plans that comply with industry
standards and the requirements of applicable laws and the regulatory agencies
responsible for enforcing them, as long as they meet or exceed MCCCD’s information
security and privacy policies and procedures as previously described herein. Contractor
will supply the appropriate MCCCD representative with copies of those policies and
plans upon request.

8.2.5.2 Contractor will maintain personnel policies that appropriately check the backgrounds of

8.2.6

8.2.7

8.2.8

its employees who will be providing services to MCCCD. Contractor will supply the

appropriate MCCCD representative with copies of those policies upon request.
Contractor will inform MCCCD’s Chief Privacy Officer and the Office of General Counsel by
sending an e-mail to protectprivacy@maricopa.edu immediately, and in no event later than
within one (1) business day if Contractor and/or its contractors/agents has reason to believe
that an actual or suspected security incident or any other circumstance has occurred in
which MCCCD may be required to perform a risk assessment and/or provide a notification
under applicable law, at which point MCCCD internal and/or external legal counsel will
determine any additional information needed or steps to be taken, and will make a legal
determination regarding its course of action. Any such notice will provide a description
about the Confidential Information that was accessed as Contractor has available at the
time of the notice. Contractor will keep the MCCCD Office of General Counsel updated
promptly as additional details about the nature of the Confidential Information become
available, and will communicate such information in a manner that maximizes the extent to
which the attorney-client privilege and/or work product attaches to these communications.
Furthermore, any such notice and all communications concerning a situation for which
notice is provided are part of the confidential joint response of Customer and Contractor,
Contractor agrees to mitigate, to extent practicable, any harmful effect that is known to
Contractor of a use or disclosure of Confidential Information in violation of this Contract by
Contractor or its subcontractor.
For purposes of this Contract, “security incident” means the unauthorized access and/or
misappropriation of Confidential Information. If in the event that applicable law requires

20



8.3

8.2.9

8.2.10

8.2.11

8.2.12

RFP# 3490-10

Section Eight: SPECIAL TERMS AND CONDITIONS

Rev 032218

notification to individuals or others of such a security incident or such incident places
individuals at an actual risk of harm, Contractor will (i) be completely accountable and
responsible, financially and otherwise, at no cost to MCCCD, (ii) provide assistance with the
drafting and mailing of such notifications, (iii) retain a mutually agreed upon vendor to
provide notification and call centering services, and (iv) offer to provide two (2) years of
industry standard credit monitoring, identity theft restoration services and identity theft
insurance to each affected individual at no cost to Customer or such affected individual. The
requirement to offer such monitoring and insurance will only exist for individuals in those
jurisdictions where such products are available.

If as result of the Contractor’s systems, actions, and/or omissions, if a suspected or actual
breach involving personally identifiable information or protected health information occurs,
Contractor will obtain a mutually agreed upon vendor to provide at no cost to client forensic
services, including, but not limited to, the collection of information in connection with a
forensic and risk analysis. Contractor shall indemnify, defend and hold MCCCD, its agents,
officers, officials, employees and volunteers harmless from and against all claims, damages,
losses, and expenses (including but not limited to attorney fees and court costs) of any kind
relating to the disclosure of personally identifiable information caused by the negligent or
intentional acts or omissions of the Contractor, its agents, employees, or any tier of
Contractor’s subcontractors in the performance of this Amendment. Contractor will
indemnify, defend and hold MCCCD harmless from claims of any kind relating to the
disclosure of MCCCD Confidential Information caused by a possible or actual security
infiltration or exfiltration involving technology of the Contractor, its agents, employees, or
any tier of Contractor’s subcontractors.

To the extent that Contractor transmits or processes Confidential Information outside of the
United States, it agrees to comply with the data security and privacy laws of each country
through which such information is transmitted or processed, as well as the data security and
privacy laws of the jurisdictions of residence for the individuals whose data is used by
Contractor.

If applicable, during the term of the Contract, Contractor will be required to promptly
update and resubmit the MCCCD External Entity Due Diligence Questionnaire in Attachment
to the RFP if it makes any revisions to its practices and policies that materially change its
responses to that attachment.

If Contractor, its agents, employees, or any tier of Contractor's subcontractors in the
performance of this Contract hosts or maintains MCCCD Confidential Information on its
technology, Contractor warrants and confirms that the hosting or maintenance of that
information meets applicable legal and industry security standards, including qualifying for
“safe harbor” rules under applicable data breach laws.

RECORD AND DATA RETENTION, OWNERSHIP, ACCESS AND DECOMMISSIONING

8.3.1

As a political subdivision of the State of Arizona, MCCCD is subject to applicable laws related
to the inspection and production of public records. A public record entails any record,
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either paper or electronic, made by a public officer (including members of the Governing
Board, faculty, staff and administrators) and kept as a memorial of an official transaction.
Pursuant to Arizona Revised Statutes §41-151.12, MCCCD must retain records according to
established retention periods. Records required for ongoing or foreseeable official
proceedings such as audits, lawsuits or investigations must be retained until released from
such official proceedings. Thus, if applicable, the Contractor’s hosted system shall have the
ability to:

A. Archive records according to variab